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Timothy E. Foley, cissp


IT Executive with Outstanding Conceptualization-to-Delivery Record



“delivering the Big Picture through managing the little details“
Executive Profile 

Across all legs of a Balanced Scorecard, I deliver results:
Career History 

CITIGROUP – Silver Spring, MD 
1996-2008

During 12 years with one of the world’s largest financial institutions, I’ve progressed from Sr. LAN Engineer (’96-’97) to Manager – IT Product Assurance (’97-’99) to Assistant Vice President – Directory & Cryptography (’99-’04) and then Vice President heading Global Security Engineering for all aspects of Data Protection enterprise-wide.
I’ve succeeded by quickly spotting relevant patterns and issues, many times finding the connections between seemingly unrelated items to provide creative alternative approaches.  I subsequently transform these conceptual ideas into an execution plan, then garner buy-in and generate excitement to move the project forward.  I accomplish this by focusing on the strengths of the individual, team, and organization – motivating towards excellence; transforming strengths into world-class achievements.
Foreseeing a need to significantly streamline the Data Protection portfolio in January ‘08, I began consolidating products and worked with the business lines to postpone strategic initiatives from ’08 start dates to 2010 and beyond, reducing ’08 capital expenditures by $40 million (70%), thus fully aligning my department with the overall corporate direction.  With the advent of the global financial crises, I am now seeking my next opportunity.
Vice President – Global Security Engineering
 (2004-2008)
Starting with my promotion in January 2004, I built a department of 11 direct reports focused on providing cost-effective mechanisms for protecting Citigroup’s data resources throughout their effective life and matrix-managing multi-discipline international project teams (business analysts, web masters, programmers, integration engineers) of up to 250 staff with annual capital expenditure budgets of $50-$70 million. By balancing and integrating the potential reward of cutting-edge technologies against their inherent risks, I have provided cost-effective, competitive-advantage-conferring sustainable business solutions.

Departmental responsibilities extended from development of Information Security standards aligned with COBIT framework, to technology assessment & integration, to global deployment, and then Operations process development/improvement. I functioned as the senior security & operational strategic planner, managing a portfolio of over 50 security products. I was a member of the Information Security Leadership Council responsible for corporate IS governance and reported to the EVP of Information Security. 

Standardized Engineering Methodology – Developed methodology that reduced time to market by 30%. This was accomplished through rationalizing each project with all business and operations stakeholders to ensure they were fully heard and firm success criteria established. Additionally, we constructed standardized templates for security engineering projects, ensuring a smoother transition to operations.  Finally, Engineering assisted the Operations teams with the development and ongoing enhancement of their process control manuals (PCM).  This reduced the time required to introduce new technology into the company from 18 months to 12.5 months. A side benefit was that all products introduced using this methodology passed all internal and external Audits without findings from the first year in production onward.

Information Security Risk Transformation – Saved over 100,000 man-hours per year previously spent in remediating non-compliant low-risk issues by transforming the IT governance model from industry best practice to risk based approach using the COBIT framework. Additionally developed an Information Security Management System (ISMS) for security operations that received ISO 17799 (now 27001) certification. 
Secure Bulk Transfer – Consolidated 5 independent file transfer systems to a single transfer platform generating annual operational cost savings of $4 million.  This consolidation also led to increased revenue by over $7 million above projections in its first year by greatly simplifying commercial customer integrations for additional products by providing a single interface and methodology.
Enterprise Secure Transmission – Devised a $5M solution to a $50M problem – I negotiated enterprise-wide license for Apani EpiForce, a centrally managed heterogeneous IPSec solution, which saved coding-level changes to over 10,000 legacy systems. My engineering team extended design to provide cross-platform server isolation and virtualized layering solutions through EpiForce's logical secure zoning and policy-based encryption of Data in Motion.
Data Protection for Transportation of Customer Personal Information (PCI/PII) – Working with Decru, I negotiated 50% off list price plus full on-site vendor support for the installation and configuration of the devices. Further, my engineering team identified an opportunity to dramatically increase the ratio of tape drives to Decru encrypters. Together, these allowed us complete the project in half the time and cost, a savings of over $30 million.
Assistant Vice President – Directory & Public Key Infrastructure
 (1999-2004)
Progressing to Assistant Vice President, I assumed ownership of the enterprise Public Key Infrastructure and associated global directory group. Through a team of 5 engineers and with a budget of $4 million, I provided the architectural direction and managed the program, growing enrollment 10 fold while decreasing direct Operations costs by 50%. 
Business Process Re-engineering – By process re-engineering aspects of the PKI initiative, delivered a one-time savings of $10M and annual savings of $500K in labor by emphasizing low-assurance targets.
Customer-driven Program Expansion – Increased demand for PKI 10x through introduction of certificate-based secure eMail at $0 capital cost and no increase in Operations cost.
Manager – IT Product Assurance
 (1997-1999)
Taking over responsibility for the IT Product Assurance team, I managed a team of 6 Product assurance engineers responsible for developing configuration guidelines, implementation plans & instructions, and Operations process control manuals (PCM). I administered a $5 million annual capital expenditure budget for the engineering and global deployment of LAN projects. 
Innovative Technology Application – Generated $20 million net save by developing a superior migration methodology and an annual $1.5 million net save in operating costs.
Sr. LAN Engineer
 (1996-1997)
Joining Citicorp as a Sr. LAN Engineer on the Product Assurance team, I was assigned as the senior technical liaison to Digital Equipment Corporation, the main outsourcing partner for operational management of our 80,000+ node global network.
TRAWICK AND ASSOCIATES – Bethesda, MD 
1994-1996
While working for a small (8A) government contractor, I managed three initiatives for three separate agencies concurrently. The scope of my responsibilities stretched from software development to network systems engineering, to technology auditing.
Sr. Network Engineer – Department of Energy engagement
 (1994-1996)
As the inter-department lead engineer, I directed a team of 3 engineers responsible for the full project lifecycle of upgrading the HQ backbone infrastructure.  Additionally, I was the chief architect for an enterprise-wide LDAP directory. 
Development Manager – Department of Transportation engagement
 (1994-1996)
As the Systems Analyst & lead user interface design engineer for Operation First Responder development effort I managed solutions team of 4 developers.

Lead IT Auditor – National Library of Medical Records engagement
 (1995)
UNIVERSAL FOODS CORPORATION – Twin Falls, ID 
1991-1994

Joining UFC in their Frozen Foods division, I had responsibility for a 9 member multi-state operations team with a $3.5 million technology budget.  In addition to my operational responsibilities, I was the chief architect and engineer for infrastructure, participating in the design and implementation of a full Manufacturing Resource Planning (MRP II) system (now ERP) incorporating Just-In-Time concept for both upstream and downstream supply chain.
CRM Integration – Integrated telephony with CRM providing service representative with account information of inbound calls.
Voice & Data Integration – Generated an annual $500,000 net save by integrating voice and data transmissions.

Prior Experience 
1984-1991
Eimco Process Equipment – Salt Lake City, UT
Business Systems Analyst/Developer
(1990-1991)
USA Computer Training Center – Salt Lake City UT
Instructor – DCE, University of Utah
(1988-1989)
Netwerx – Salt Lake City, UT
Founder & Principal
(1988-1991)
Sears Business Systems – Salt Lake City, UT
Systems Engineer/Developer
(1986-1988)
Integrated Technology Systems – Kansas City, MO
Developer/Technician
(1984-1986)
Professional Development 

Education: 
BA Computer Information Systems, Washburn University
1984
Accreditation:
CISSP CERTIFICATION, (ISC)2 
2004

Sniffer TCP Analyst, Sniffer University 
1996
 
Certified Network Engineer, Orange Systems 
1995

Additional Training:
Personal Effectiveness, Legacy Center
2007

Strictly Business, Dale Carnegie Training Center 
2004

Human Interaction Laboratory, NTL Institute 
1997
Personal 

Married, three children

Board of Directors, Unity of Loudoun County
Leesburg, VA 20175


703/443-2421


the_foleys@verizon.net


http://timfoley.info





Customer Focus�
Improved customer satisfaction by consolidating 5 separate transmission systems into single solution - increasing cross-selling revenue $7M+ over projection & generating $4M annual save.


Reduced time-to-market by 30% through rationalizing technology programs and establishing clear success criteria with Citigroup line-of-business stakeholders – initiated global focus groups.


Ensured IT alignment through global socialization of formal technology positions (presentations, whitepapers, web pages) to business lines, operations managers, and engineers.�
�
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Financial Returns�
Devised a $5M solution to a $50M problem–implemented heterogeneous IPSec solution, saved coding-level changes to over 10,000 legacy systems. 


Delivered $33M cost avoidance – negotiated contract for 50% off tape encryption product & free onsite vendor support during installation; engineered solution to reduce total units required.


Generated 35% annual telecommunications net save by integrating voice & data transmissions.�
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Business Process Improvements �
Generated $20 million net save by developing a superior migration methodology and an annual $1.5 million net save in operating costs.


Delivered $10M one-time & $500K annual savings – process re-engineered aspects of global Public Key Infrastructure (PKI) to emphasize low-assurance targets.�
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Human  Capital�
Developed Data Protection organization from concept to 11 direct reports in 3 years.


Directed multi-discipline international team of 250 analysts, programmers, web designers & hardware engineers as Vice President – Global Security Engineering at Citigroup. 


Managed three concurrent government contracts for Trawick & Associates – 


Engineering Lead & Manager – Dept. of Energy


Development Manager – Dept. of Transportation


Lead IT Auditor – National Library of Medical Records�
�









